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Data Protection Impact Assessment  
Short form for temporary usage on projects to maintain running of essential 
services during the COVID-19 outbreak 
 

This is simplified Data Protection Impact Assessment (DPIA) that has been developed for use with urgent Data 
Protection / IT developments during the COVID-19 Coronavirus outbreak, so as to not delay the development / 
deployment of essential services during the pandemic. It has been designed to ensure rudimentary due 
diligence in line with Data Protection legislation, so as to capture and manage any immediate Data Protection 
concerns. It does not cover all elements required of a standard DPIA that would be used within a Business As 
Usual scenario. Consequently, once the immediate pandemic situation has subsided, the 
Team/Individual implementing the project to which this DPIA relates will be required to complete a full 
retrospective DPIA. 
 
Appreciation is given to Andrew Harvey for providing the original template.                                                                         
 

 
 

 
 

 
 

 
 

 
 

2.1 What are the full details and rationale of the project?    

 
 

2.2 What is the name of the system / application to be used?    

 
 

2.3 Is the system / application being used in any similar organisation to this, and if so, which? (See also Q3.5.)   

 
 

 

Step 1: Project Administration 

Data Controller: Pathfields Medical Group  

Project Title:    Use of AccuRx Chain for video consultations with patients 

Senior Responsible Officer for the Project:   
 
Name:  Kerry Allkins  
Job Title: Service Delivery Manager 
Email: kerryallkins@nhs.net 
Contact Number:  01752 341474 

Step 2: Project Details 

The Practice wants to use AccuRx in order to video consult with patients. The information that will be 
shared via AccuRx is: 
 

 Patient full name  

 Video consultation of the patient  

 Healthcare information (special category) relating to the patient  
 

AccuRx 

AccuRx is being used by other GP Practices and has been recommended by Devon CCG.  

Step 3: Risk Assessment and Mitigation 

mailto:kerryallkins@nhs.net
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3.1 Are there any risks to the Confidentiality of personal data?  Confidentiality is 
defined as unauthorised disclosure of, or access to, personal data.  

 
 

3.2 Are there any risks to the Integrity of personal data?  Integrity is defined as unauthorised or accidental 
alteration of personal data.  

 
 

3.3 Are there any risks to the Availability of personal data?  Availability is defined as unauthorised or 
accidental loss of access to, or destruction of personal data.  

 
 

3.4 Are there any known or immediate technical / IT / Information Security / Cyber Security concerns? 

 Risk that AccuRx have access to personal identifiable data which could include special 
category data.  This would result in a data protection breach and could result in 
enforcement, including fines. 

 Risk that the sub-processor has access to personal identifiable data which could include 
special category data.  This would result in a data protection breach and could result in 
enforcement, including fines.  

 Risk of disclosure of patient data when receiving technical support from AccuRx which 
would result in a data protection breach. This could result in enforcement, including fines. 

 Risk of shared mobile numbers for patients which could result in a data protection 
breach. This could result in enforcement, including fines.  

 Risk that the cloud server could be hacked which would result in a data protection 
breach. This could result in enforcement, including fines. 

 Risk that third-party data is visible on desks or screens during video consultation.  

 Risk that a third party at either location could be in the room whilst the video consultation 
is in process. This could result in a data protection breach and could result in 
enforcement, including fines. 

 Risk that a third party obtains the URL of the video consultation and joins the video 
consultation. This would result in a data protection breach and could result in 
enforcement, including fines. 

 Risk that a patient has failed to provide the practice with their updated contact number 
which could result in a data protection breach. This could result in enforcement, including 
fines.  

 Risk that the contact number of employees could be shared with patient during the video 
consultation. 

 Information provided by the patient during the video consultation may not be accurately 
recorded onto the patient’s clinical record. 

 Information provided by the patient during the video consultation may not be recorded onto the 
patient’s clinical record and the Practice no longer have access to the information.  

 Patients may request copies of the video consultation under a Subject Access Request. 
AccuRx do not retain a copy of the video consultation.  
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3.5 If the answer is “Yes” to 3.1, 3.2, 3.3 or 3.4 how are these to be Reduced or Mitigated?  

 
 

 Patients may not be aware that their information is being processed in this way which would 
result in a failure to adhere to the transparency principles and Article 13 and 14 under the 
GDPR. Lack of transparency could result in enforcement, including fines. 

 The practice may be found in breach of its obligations under Article 28 of the GDPR by failing 
to satisfy the security arrangements that are in place to protect the data that is processed by 
AccurX, which could expose the practice to enforcement action, including fines. 

 Patients may not be fully informed of the risks of video consultation.  
 

 

 AccuRx are governed by a Data Processing Agreement and will only act under the 
instructions of the Data Controller (the Practice). AccuRx have completed the Data 
Security an Protection Toolkit assurances (under NHS ODS Code 8JT17 and both the 
Cyber Essentials and Cyber Essentials Plus certification. 

 AccuRx are fully compliant with DCB0129, which is for manufacturers of health IT 
software such as AccuRx and have been assured by NHS Digital against this 
standard. 

 AccuRx video consultation features comply with NHSX guidelines. 
https://www.nhsx.nhs.uk/key-information-and-tools/information-governance-guidance 

 AccuRx have been recommended by NHSX, NHS Digital and the CCG. Therefore, 
appropriate due diligence should have been completed prior to the recommendation. 
Further due diligence can be completed once the pandemic has subsided.  

 The video consultation service is hosted by Whereby who are based in the EEA and 
therefore are required to comply with the GDPR. The connection follows NHS best 
practice guidelines on health and social care cloud security. 

 Employees phone numbers will not be shared with the patient or linked to the 
employee’s AccuRx account.  

 Clinicians can view what the patient is viewing during the video consultation. 
Therefore, any third-party data could be identified and blocked by the Clinical to 
prevent an unauthorised disclosure. 

 Clinicians to ask the patient whether anyone else is in the room and can allow the 
patient to check the room the Clinician is in for any third parties to ensure 
transparency.  

 Each URL for the video consultations are completely unique, making it unlikely to 
guess by a third party. The third party would also have to guess it at precisely the 
same time other participants are in the virtual meeting room. If someone did join, the 
clinician and patient would be able to see the third party when the joined.  

 If a patient does not feel comfortable having a video consultation, they are able to 
have a telephone consultation with the GP and if deemed appropriate, they can be 
given a face-to-face appointment. 

 Clinicians to accurately record information from the video consultation on the clinical 
record in line with the practice’s record management policy. 

 Patients to be advised of the use of AccuRx’s privacy notice and that video 
consultations will not be retained. 

 Privacy notices to be updated to notify patients of the use of AccuRx. 

 Practice to review Video Consultation: A Guide for Practices and provide guidance to 
employees as and when Video Consultation is to be used and best practice for use. 

 Formal policy to be drafted regarding Video Consultation, when the pandemic has 
subsided. 

https://www.nhsx.nhs.uk/key-information-and-tools/information-governance-guidance
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3.6 Once the mitigations in 3.5 are implemented, how would you score any remaining 
risk in the following Risk Assessment? If you consider that there are no remaining 
risks give a value of 1 for both Likelihood and Severity. 

 
 

 
 

Sign-off can be given by a Senior Manager for any DPIAs scoring up to 6 in Q3.6, a copy of which must be 
emailed to the Data Protection Officer. For those scoring above this it must be from the Practices’ Senior 
Information Risk Owner or Data Protection Officer (Bex Lovewell) (depending on availability during the 
outbreak), demonstrating that risks have been acknowledged and accepted for the duration of the pandemic, 
and will be added to the Practice’s Risk Register. 
 

 
 
   

Likelihood (please tick) 

x 

Severity (please tick) 

= 9 

1  Rare 1  Negligible 

2  Unlikely 2  Minor 

3 X Possible 3 X Moderate 

4  Likely 4  Major 

5  Almost 
certain 

5  Catastrophic 

 
Any risks scoring above 6 will need to be reviewed by either the Practices’ Senior Information Risk 
Owner or Data Protection Officer (Bex Lovewell) (depending on availability during the outbreak). 
 

Step 4: Project Sign-Off  

Name:  Bex Lovewell  
Job Title: Data Protection Officer 
Email: d-ccg.deltdpo@nhs.net 
Contact Number:  07870 997267 
 
Recommendations: 
 

 Policy regarding Video Consultation to be drafted to advise Clinicians on the appropriate 
use of Video Consultation. 

 Practice to review Video Consultation: A Guide for Practices and provide guidance to 
employees as and when Video Consultation is to be used and best practice for use. 

 Request from CCG/NHSE regarding the due diligence made regarding AccuRx. If 
necessary, further due diligence to be completed. 

 Practice to update DPIA (and send to DPO) if AccuRx chain video conferencing is used for 
any other types of communications by the Practice that is not covered by this DPIA.  

 Full DPIA to be completed once pandemic subsides. 

 Record of Processing Activities (ROPA) to be updated to include this processing. 

 Privacy Notices to be updated to include data sharing/processing by AccuRx. 

  


